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Identity and Access Management Engineer | Cyber Security Analyst |
Data Scientist
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B SUMMARY

Identity and Access Management professional with 4+ years of experience securing enterprise environments within
one of Africa's largest banking institutions. Experienced in IAM architecture, identity governance, application
integration, cybersecurity, automation, SQL, and machine learning. Proven ability to lead cross-functional
initiatives, solve complex security challenges, and deliver secure, scalable security solutions.

2 CORE COMPETENCIES

Identity Governance Administration (IGA) | Privileged Access Management (PAM) |
Joiner-Mover-Leaver JML) | Least Privilege | Segregation of Duties (SoD) |
Identity Lifecycle Management | Access Certification | Authentication and Authorization | Zero Trust |

Cybersecurity | Governance and Compliance

& EXPERIENCE

Commercial Bank of Ethiopia | Addis Ababa, Ethiopia

January 2026 - IS Officer | Identity and Access Management

Present - Developing and implementing identity and access management policies.
- Automated IAM workflows using C# and SQL.
- Designing and enforcing RBAC models aligned with business functions,
minimizing excessive permissions and toxic access combinations.
- Reviewing and integrating systems with the IAM system SSO module via modern
protocols like SAML, OIDC, OpenlD Connect, OAuth, and others to validate
authentication flows and enforce least-privilege access design.

August 2024 - Project Member | IAM Solution

December 2025 - Supported integration of 30+ banking applications.
- Lead consultations on business processes and risk management for the entire
project.

- Collaborated with cross-functional teams to ensure seamless project execution.
- Provided insights to enhance the security and functionality of the integration.

January 2024 - Identity and Access Management Auditor

August 2024 - Monitor user activity, access logs, and generate security reports.
- Investigate unauthorized access and suspicious activity across systems.
- Assess and audit IAM processes, policies, and controls. - Ensure compliance with
relevant regulations and security standards.

December 2022 - Junior Identity and Access Management Officer

January 2024 - Managed IAM operations for 15+ enterprise systems.
- Supported over 40,000 users.
- Conducted regular security assessments to identify vulnerabilities.
- Trained staff on best practices for identity and access management.

& EDUCATION

September 2019 - BSc in Computer Science

July 2022 Microlink Information Technology College 2

Addis Ababa, Ethiopia Graduated with Great Distinction, with a Cumulative GPA of 3.8.
August 2023 - Msc in Data Science

September 2025 Emerald International College 2

Addis Ababa, Ethiopia Graduated with Distinction, with a Cumulative GPA of 3.7.
Machine Learning-Based Fraud Detection in Digital Banking Comparative study using
real-world and synthetic banking datasets.
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© AWARDS

August 2026 Best Performer of the Year — CBE IS Security Division
Commercial Bank of Ethiopia
Exceptional contributions to Identity and Access Management (IAM), cybersecurity
operations, and the successful implementation of strategic security initiatives.

August 2026 Best Team of the Year — CBE IS Security Division (IAM Team)
Commercial Bank of Ethiopia
For outstanding collaboration, innovation, and excellence in delivering enterprise
Identity and Access Management solutions.

une 2025 EmpowerID
p
Certificate of Recognition from EmpowerlID for completing a full-scale IAM
deployment at Commercial Bank of Ethiopia

@ SKILLS

* Identity & Security: EmpowerID | Active Directory | Azure AD | RBAC | Identity Governance | MFA |
SAML | OAuth2 | OIDC | SCIM

* Programming: Python | C# | PowerShell | SQL

¢ Databases: Microsoft SQL Server

» Data Science: Pandas | NumPy | Scikit-Learn | Machine Learning | Data Visualization
e APIL: REST APIs | JSON | SCIM API | OAuth APIs

» Soft Skills: Leadership | Problem Solving | Critical Thinking | Communication | Stakeholder Management |
Project Coordination | Technical Documentation

08 CERTIFICATIONS & TRAINING

Certified Ethical Hacker (CEH) File Security Associate (OFSA) Python Specialization
v12 — Course Completion 7 Z University Of Michigan
EC-Council | Verified OPSWAT

Designing and Implementing a
Complete Flutter Course for Al for Developers 7 Microsoft Azure Al Solution
Programmers koenig-solutions Microsoft

Code Studio

Q& LANGUAGES

Ambharic | English

@ OTHER TOOLS

IS | Windows Server | Active Directory | LDAP

& PROJECTS

September 2024 - Machine Learning-Based Fraud Detection
August 2025 e Built fraud detection models using Random Forest, XGBoost, Light GBM and
Neural Networks.
e Applied SMOTE for class imbalance.
e Achieved high fraud detection accuracy using real banking datasets.

August 2024 - Commercial Bank IAM Deployment

June 2025 e Participated in enterprise-wide IAM implementation.
e Integrated 30+ applications using SAML, OIDC and OAuth.
e Developed custom connectors and workflows.

August 2026 — Present Dula — Cybersecurity Al Platform | GitHub
e Built an open-source cybersecurity Al platform combining security operations,
RAG-based Q&A, cyber intelligence, and security automation.

August 2026 — Present Dula Authenticator | GitHub
o Built an open-source cross-platform TOTP/HOTP authenticator using Flutter for
Windows, Linux, macOS, Android, i0S, and Web.
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